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Are we sufficiently prepared for digital disruption?

Key Issue
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Water Sector NL

10 Drinking Water Companies

1 National Water Authority
21 Regional Water Authorities

12 Provinces

335 Municipalities

Industry



Administrative Water     Agreement (BAW)

Strengthening cooperation in the water sector 
in the area of cyber security.

 Conduct an industry-wide dependency and 
vulnerability analysis to obtain insight in 
(chain) dependencies.

 Delineate appropriate measures based on the 
results of the risk assessments and
the sector-wide dependency and 
vulnerability analysis.

 Continued implementation of the basic level 
of information security (baselines) and 
development of additional  requirements for 
process automation.



Cyber Sercurity Threats *
Increased threat from 
nation-state actors

Disruption and 
sabotage have the most 
substantial impact: 
Russia and Iran

Digital espionage for 
the purposes of 
influence and growth: 
China

Threat from cyber 
criminals

Insider Threats
* Source Cyber Security Assessment Netherlands 2019



‘Cyber Security News’                      Water Utilities

01/18 Sewage 12/18 Drinking Water 03/19 Water Barrier



Legal Framework            Cyber Security Act 

Network and Information Systems Security Act (Wbni = Cyber Security Act )
1. Notification obligation (substantial consequences continuity services)
2. Exercise due care, with the aim to:
a. implement appropriate and proportionate organisational and technical measures              
manage risks to the security of their ICT systems, 
b. prevent incidents and 
c. restrict the consequences of incidents to guarantee the continuity of their services

Goal oriented requirements for all OES in a general administrative order (Bbni in 2020)
1. Risk based approach
2. Policy, strategy, organisation and awareness
3. Prevention
4. Detection and response
5. Business continuity and crisis management

Ministerial regulations with further control
goals/measures and referral to sector 
specific or generic standards



PA-standard: drinking water

Focus: Availability and Continuity of the PA

Selection of 38 critical control measures from ISO27001/2

Plus 4 control measures that the sector considers to be of 
great importance, such as patch management

Coupling with NIST SP 800 or IEC 62443:2013 for additional 
reference

Sector-wide reporting template



Organisation cyber          security (water)

Competent Authority (sectoral regulation/policy/crisis management):
- Ministry of Infrastructure and Water Management

Regulator appointed by Competent Authority  (inspection and enforcement):
- Inspectorate for Infrastructure and Environment

Public partners (national regulation/policy/crisis management):
- National Coordinator for Security and Counterterrorism (NCTV)
- National Cyber Security Centre (NCSC = CSIRT)
- General Intelligence and Security Service (AIVD)

Operator of Essential Services (OES):
- Drinking Water Companies

Other Designated Critical Operators (ODCO):
- National Water Authority (water and flood management)

Not critical infrastructure (for now):
- Waste water management (WTTP, sewage)
- Regional water barriers 



The regulator (Inspectorate) can:

 provide confidential information under certain conditions (article 22 Wbni)

 inform the public about a notified incident or require the operator to do so (article 
23 Wbni)

 impose a security audit (article 26 Wbni)

 issue binding instructions (article 27 Wbni)

 issue an order subject to enforcement action (article 28 Wbni) or an order subject 
to a financial penalty (article 5:32 Awb), to enforce the provisions laid down by or 
pursuant to the Wbni, or to enforce the duty to give an inspector all such 
assistance as he may reasonably demand in the exercise of his powers

 issue an administrative fine (article 29 Wbni) 

Powers Regulator



Some Regulatory Challenges
1) Some OES operate in several member states (different regimes, where to report?)

2) Power struggle between coordinating Ministry (J&S) and Competent Authority 

3) Defining baseline requirements in regulations, because there is no one size fits all

4) Different regimes for OES and other operators of critical infrastructure (ODCO)

5) Overlap between existing sectoral legislation and all hazard NIS-directive approach 
causes duplication

6) Potential administrative burden to comply with regulatory requirements

7) Difficult to find qualified personnel with sufficient knowledge about process 
automation at regulators and CSIRT 

8) Lack of international cooperation between (sectoral) competent authorities

9) Defining notification thresholds (to high) and predicting the impact of incidents



Concluding observations

More integration of physical security and cyber security is required

Public-private exchange of information and cooperation is the key

The cross-border nature of threats and geopolitical situation creates a need 
to commit strongly to international cooperation.

Pay more attention to the chains and networks that support vital processes


